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Résumé du projet de recherche (Langue 1)
Internet, born as an U.S. military research experiment, is now a worldwide network used by more than three million1 people every
day. In addition to interconnecting more and more users, it supports many and diverse applications related to business (e.g.,
e-commerce, Internet banking), professional activities (e.g., e-mail, videoconferencing, collaborative document editing), education
(e.g., e-learning, crowd-sourced encyclopedia), entertainment (e.g., video streaming, on-line gaming), and personal interactions
(e.g., instant messaging, social networking, photo sharing). The set of services and platforms related to Internet is continuously
expanding, increasing the number of activities that users can conduct online considerably, but also impacting the architecture of the
network. Listing few examples: (i) The rise of Content Delivery Networks (1) redefined the paradigm of content distribution and
availability; (ii) Cloud Infrastructures (2) are customary for storing and processing huge amount of data; (iii) Mobile Devices (3) are
now a common means to access web pages and make use of Internet services; (iv) Cyber Threats (4) are becoming an urgent
open issue and a source of troubles, considering the amount of sensitive information being exchanged over the network. Due to the
pervasiveness and the heterogeneity of the network, researchers and professionals are facing a constantly renewed interest in
understanding the dynamics interacting in such ever-evolving ecosystem. In order to provide a comprehensive understanding,
there is the strong need of tools and techniques able to inspect and to characterize various aspects of network traffic. The
proposed research activity has its foundations in active measurements campaigns and passive network traffic monitoring. In the
former case, active measurements are made possible through the development of ad-hoc test-beds that are instrumented to
perform programmable operations and to extract relevant metrics from the network traffic. Operations to be accomplished and
meaningful metrics may change according to the scope of the experiment (i.e., different applications types will require different
test-beds and measures) and to the final goal of the research. Passive monitoring is instead performed with the advantage of a
network probe that observes packets flowing through the monitored link. The probe is required to run a software, e.g. (5), able to
reconstruct and abstract traffic flows through the annotation of statistics including (but not limited to) the IP address and the port
number used by client and server, the amount of bytes sent and received, the flow duration, the application layer protocol, etc. The
network probe needs to be installed in a place where the traffic of a significant amount of hosts (order of thousands) can be
monitored. Suitable installation places are, for instance, the Point of Presence of a large-scale ISP, the border router of a University
campus, or the link connecting a corporation to the Internet. This is required in order to collect data of a relevant population of
users, and prevent unwanted biases caused by the finitude of the collected data. This hybrid methodology allows the study of a
huge variety of topics in the computer networks field. The proposed research work focuses on network traffic characterization and
measurements applied to three main areas: (i) Cloud Storage Services for personal and data-intensive applications; (ii) Network
performance assessment and evaluation of quality perceived by end-users related to the deployment of new protocols and
technologies; and (iii) Network events correlation and traffic mining applied to security aspects and end-users protection. In the
following a brief description about the intended research on each of the mentioned topics is provided. Cloud Storage In recent
years, data storage became a fundamental service with companies, universities and also private end-users having the need of
storing large amount. Cloud storage services are emerging as strong alternative to local storage, allowing professional customers
to save the costs and the burdens of buying and maintaining expensive hardware (6), (7), and attracting private enthusiasts to
backup content with great simplicity and synchronize multiple devices seamlessly (8). Despite the popularity of these services, very
little is known about their features: Where are data stored? Which technologies are adopted to transfer them in a secure way?
Which is the workload that the cloud infrastructure has to handle? Which traffic load that has to be delivered by the network? Are
these services efficient during common usage? Many of these questions still do not find an answer.
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The intention is to propose a methodology to understand and benchmark cloud storage services, unveiling their architecture and
capabilities. The usage of an active and configurable test-bed allows the measurement of performance metrics under different
workloads, while the understanding of typical usage can be assesses by mean of passive characterization. Network protocols and
performance HTTP is the most popular application layer protocol of today’s Internet, becoming the de-facto solution for the
deployment of new services and applications. However, it is being used to accomplish tasks for which it was not designed for, e.g.,
to transport video streams, causing inefficiencies in the network (9). Researches are now looking for improvements and solutions in
close collaboration with the industry world. Google has recently proposed SPDY, a novel protocol specifically designed to reduce
the latency of content transport over the World Wide Web, and proposed it within the Internet Engineering Task Force (IETF)
working group HTTP/2 (10). The advantages introduced by SPDY are set back by TCP, which is affected by a high overhead due
to connection establishment. To enable to power of SPDY, Google in turn presented a new transport layer protocol named QUIC
(Quick UDP Internet Connections) (11), which runs on top of UDP and provides a better support for SPDY. Despite the high
interest in these new solutions, a deep analysis evaluating issues and benefits of the SPDY/QUIC is still lacking. Specifically, is
there a real advantage in terms of delay when using QUIC in place of TCP? Is this protocol safe to be widely deployed? Does is
implement an effective congestion control technique, limiting packet losses? Is it fair with respect to concurrent traffic flows possibly
using TCP or plain UDP? Given the novelty and the potential of proposed solutions, several aspects are worth to be investigated.
By means of experimental analysis, the effective performance of QUIC will be compared to traditional TCP and UDP protocols in a
variety of scenarios, e.g., limited capacity links, interfering traffic, and congested links causing packet losses. Network security
Information security over the Internet is becoming a key aspect due to the amount of personal information exchanged every day.
Malicious adversaries are increasingly threatening users during ordinary web surfing or mail exchange. Security researchers and
practitioners in the field are taking different approaches to detect malware and provide effective countermeasures. For instance,
they analyze the instruction set or the malicious code, study the behavior of an infected host in a controlled environment (e.g., a
honeypot) (12), or identify malicious connections to Command and Control networks (13). However, these approaches result in a
set of methodologies focused on the specific malware being disassembled, but are hard to generalize and make widely applicable.
Cyber-attackers modify malware continuously using sophisticated schemes in order to evade detection by security tools, and ,as
result, existing antivirus software have a disappointing detection rate (<5%) of newly created viruses (14). Some questions naturally
emerge: Is there a way to model malicious activities in general, i.e. without being threat-specific? Is it possible to define and adopt a
methodology that addresses the problem from a high-level perspective? How can we distinguish and characterize the benign and
the malicious events that might have similar network behavior? Can we automate the process and spot new threats (e.g., zero-day
attacks) automatically? The idea is to design a methodology to process, extract and pinpoint network activities taking place with the
occurrence of a malicious event. The methodology correlates such activities over time (i.e., analyzing different samples of traffic
from the same host) and space (i.e., identifying common patterns among multiple hosts), and leverages information coming from
different network layers (e.g., HTTP, DNS, TCP) to uncover hidden malware behavior. The result is an enhanced visibility on the
incident that can be framed into a graphical representation, or modeled through the definition of features. Furthermore, such
features can be leveraged to distinguish between benign and malicious models, possibly spotting new malicious attacks showing
similar properties.
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